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Suspicious Behavior on Bipartite Graph

A Bot followers in social networks.
A Bully buyers in e-commercial platforms.
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Suspicious Behavior on Bipartite Graph

A Bot followers in social networks.
A Bully buyers in e-commercial platforms.

A Behavior: source users — target users.
A Source users: followers, buyers.
A Target users: followees, sellers.
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Key Observation/Assumption
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Existing Methods

A Find a dense subgraph.

A Find the suspiciousness sellers
vector ¢.
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Does It work?

A Yes but NOT Actionable!
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Does It work?

A Yes but NOT Actionable!

A Serious consequence of false positive.
I An important email is thrown into spam.
I A normal Twitter/Taobao account is banned.

A Double check the reported suspicious users?

‘ Large size of data.

A Heavy human labor.

Tong Zhao 9



UNIVERSITY OF

NOTRE DAME

What is actionable?

A Blocklist function

\v v
BadBuyerlist.org

New report

I O

1.4 percent of online sales are fraud.

Bad Buyer List is a database for online sellers who have encountered problematic buyers
and want to share their experiences with other sellers. Online sellers can search for
potential bad buyers and avoid frauds and scam traps.

I report a bad buyer
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A Blocklist function
A Blocking plug-ins.
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What is actionable?

A Blocklist function
A Blocking plug-ins.

oM

\ S
Seller ===

Saeenshot of thebuyerz profile
:‘.-.-; 2010074 ’96 )
W i AR given by the buyer: 85.1%
0?

R EIFITFRET95% XiBFHIBAR T I

? ®u cannot purchase if your AR
is lower than 95%0 ?

@\‘/iﬁi/u\mlé%-i;fi#nﬁ = .
x? leaxe use another account if you havl 0

Tong Zhao 12



Observation

Decision

Massive

Behavimta

Tong Zhao 13



IIIIIIIIIIII

NOTRE DAME

Observation -
0L2
( [ \ Individual
| EXxperience

. Decision

Massive
Beha

\Data

Tong Zhao 14



Individual
EXxperience

4

Actio@amctiona(bhjective.s

Massive

Behavimta

Tong Zhao

IIIIIIIIIIIII

) NOTRE DAME

15




UNIVERSITY OF

NOTRE DAME

Our ldea
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Our ldea
sellers Sellers’ thresholds vector
1.5 v 3.8
buyers ‘
N
o' S 4.85
X
o
= 4 X > " Buyer 3
0 U | average
3 X 5 :
- ratin
X 9
ﬂ 1| |24
ﬂ 1 1.16

Rating matrix A

Tong Zhao 17



oS
L<
~Q
o
oy
>
zQ
ol

Our Idea

Sellers’ thresholds vector
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Our Idea

Buyer 3
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