
Actionable Objective Optimization 
for Suspicious Behavior Detection
on Large Bipartite Graphs

Tong Zhao, Matthew Malir, Meng Jiang

DM2 Laboratory

Computer Science and Engineering

University of Notre Dame



Suspicious Behavior on Bipartite Graph

ÅBot followers in social networks.

ÅBully buyers in e-commercial platforms.
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Notice:
Recently, there are some customers 
making improper evaluations and 
comments like posting ads or asking 
for cashbacks. Taobao.comhas 
banned them from posting any 
comments.



Suspicious Behavior on Bipartite Graph

ÅBot followers in social networks.

ÅBully buyers in e-commercial platforms.

Å Behavior: source users         target users.

Å Source users: followers, buyers.

Å Target users: followees, sellers.
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Key Observation/Assumption

ÅFraudstersô avoiding effort 

forms dense blocks.
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Existing Methods

ÅFind a dense subgraph.

ÅFind the suspiciousness 

vector ◊.
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Does it work?

ÅYes but NOT Actionable!
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Does it work?

ÅYes but NOT Actionable!

ÅSerious consequence of false positive.

ïAn important email is thrown into spam.

ïA normal Twitter/Taobao account is banned.

ÅDouble check the reported suspicious users?

ÅHeavy human labor.
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Large size of data.



What is actionable?

ÅBlocklist function
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What is actionable? 

ÅBlocklist function

ÅBlocking plug-ins.
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Al low buyers wh ose average rating
(AR)ȁ 0.92to purchase i tems;

Blocking bul l iesɬSettings



What is actionable? 

ÅBlocklist function

ÅBlocking plug-ins.
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Seller

Ɂ8ou cannot purchase if your AR
is lower than 95%ȭɂ

Screenshot of thebuyerɀs profi le:
Ɂȱ.
AR given by the buyer: 85.19%
ȱɂ

Ɂ/lease use another account if you havÌȭɂ



Observation
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Decision

Massive
BehaviorData



Observation

Tong Zhao 14

Individual
Experience

Decision

Massive
BehaviorData



The Gap
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Individual
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Massive
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ActionGap:ActionableObjectives



Our Idea

Tong Zhao 16

Buyer³s
average
rating

Χ
Χ
Χ
Χ



Our Idea

Tong Zhao 17

Buyer³s
average
rating

Χ
Χ
Χ
Χ



Our Idea

Tong Zhao 18

Buyer³s
average
rating

Χ
Χ
Χ
Χ



Our Idea

Tong Zhao 19

Buyer³s
average
rating

Χ
Χ
Χ
Χ


