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Background on Graph Anomaly Detection

* Graph anomaly detection:
* ldentity anomalous nodes in the graph.

3 million follow 20 from 1,500
followers ” followees

- Many anomaly detection applications @8wAB22 fi2 .
are better solved with graph anomaly  @suy sz actors o
detection approaches. E.g., @Buy_BT68 5 politicians >0
- Bad buyer detection . & financial groups
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- Bot account detection @ime i =IEPPEE RS
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Image sources:
TO ng Zh a0 Kumar, et al. "REV2: Fraudulent User Prediction in Rating Platforms." WSDM'18. 2
Jiang, et al . "CatchSync : Catching Synchronized Behavior in Large Directed Graphs. " KDD'14.



Background on Graph Neural Networks

» Given: graph G = (V, E), node features x, € R™,Vv € V.
* Learn: low dimensional node representations z, € R Vv € V.

* Neighborhood aggregation: generate node representations
based on local neighborhoods.

TARGETl NODE B A‘: < 1 Layer weight matrix
. ! J
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"® Non-linearity
INPUT GRAPH '.' """"""""" O

Image sources: Ying, Rex, et al. "Graph convolutional neural networks for web-scale recommender systems." Proceedings TO n g Zh ao 3
tttttttttttttttttttttttttt ional Conference on Knowledge Discovery & Data Mining. 2018.



Early Graph Anomaly Detection

* The performances of existing graph 060) — Fraudar A
anomaly detection methods might not be g
satisfactory when observations are limited. §0,56
* At the time when existing methods = 0 VA
detects the anomalies, they may have 0521/
already aChieved their gOals. dercentg)ge of a(i?ailableggata -

www.cbsnews.com

How fake news
becomes a popular,
trending topic -

CBS News

@ Local Guide - 64 reviews - 60 photos

* %k a week ago

They do a great job when they complete it. Price wise they are very expensive. Only great thing is they
are for some reason insurance approved so no need to wait to get an estimate and they have

on location.

iy

Response from the owner a week ago

Hi - We don't seem to have your name in our records. Is there any chance you are writing on
behalf of someone else? Either way, can you let us know which location you visited, and a little bit more
about what the problem was - you mentioned "when they complete it". If you like you can call me

( ) at
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Research Problem

Can we detect the anomalies before they achieve their goals?

Given: a user-item bipartite graph at an early-time tq4, .

Design: a framework that can help any anomaly detection
methods to achieve a comparable performance at time t 4y

accuracy

tearly tlate t
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Action Sequence Augmentation

* |dea: Predict the future user actions to augment the data.
* "Forecast the future"
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Action Sequence Augmentation

l Any Seq2Seq model.
We use GRU for simplicity.
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Proposed Framework: Eland

: =} i &] €] 8] [E i . Al
I Bl E .. p| |E| [F] D] : [B]; Graph Anomaly Detection
I — | | eeseee ! | I Module

S : | o— > t | @r IE
| €1 o ;T - S l
I o MM o E I I E I

© Op - . o M o &
I 0 © 3 : { Action Seq. Augmentation ] ._ [E] : Accuracy ugmen’tation
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Eland-itr: Bootstrapping iterative

training strateqy.

lteratively train both modules
independently.

Both modules benefit from the output of

the other module.

Anomaly detection module makes better

prediction with the enriched data.

Augmentation module use the predicted
suspiciousness ¥y to determine the number of

predicted actions.

Tong Zhao

Algorithm 1: ELAND-ITR

Input :Adjacency matrix A; node feature matrix X;
number of iterations I; anomaly detection module
9 € {9ad> Gad—gnn}; action sequence augmentation
module faug.
Output: User prediction results ¥.
1 Xorig =X;
2 if g is ggq_gnn then
3 V.Z =g(A,X) ; // Defined in Eq. (4)
X = concat(Xorig, Z) ;

'

79.5 ‘ ,-—-/‘N‘q
o 79.0 ‘
—
S 7851 —
95)
QO 78.01
-
Q: 775‘ ‘
77 0 —a#— (GCN+Eland-itr
|
2 4 6 8 10
[teration
17 ‘ y=9(A’,X) ;
18 end
19 end
20 returny ;




Algorithm 2: ELAND-E2E

E I a nd_eZe E N d_to_ E N d tra | N | N g Of th e Input :Adjacency matrix A; node feature matrix X; action

sequence augmentation module fayg—e2e;
Wh @) | e fra mewo rl(. GNN-based anomaly detection module g4 gnn;

number of training epochs n_epochs.
Output: User prediction results y.

Enables end-to-end training. /* model training %/
1 Initialize @ gyg—e2e in faug—e2e and @ad_g,m in 9ad—gnn ;

Avoids potential error propagation issue : for epoch in range(n_epochs) do

. 3 A’ = faug-e2e(A,X) ; // Defined in Eq.(13)
brought by bOOtStrapplng° V.Z = gad-gnn(A".X) ; // Defined in Eq. (4)

Calculate Lee with Eq.(16);

o M 5
Anomaly detection module benetfits | Update @umycze and Bug g With Leze
7

from the graph with augmented actions.

end
/* model inferencing x/

Augmentation module benefits from 8 A’ = faug-e2e(AX) ;
anomaly detection module's decisions.  ° %Z=9u-gn(4"X);

10 returny ;

Train jointly with losses for both 0401

ol 0.38 1

modules for stability. 05
& 0.321

— .30+

0.28 1

0.26 1

0.24 1
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Consistent Gains with Augmentation

Anomaly detection Method Weibo Amazon Reviews Reddit
module g,4 AUC AP AUC AP AUC AP
RNNFD [3] 54.52+£0.12  17.44+0.10 | 60.22+0.29  28.61+0.11 | 66.08+£0.36  26.45+0.83
GRAND [15] | 82.58+2.11 40.12+2.99 | 81.71+2.56 57.66+2.98 | 79.09+0.18  42.37+0.72
Original 81.78+0.78 41.21+1.36 | 80.28+0.09 57.73+0.21 | 78.01+£0.71  41.21+0.69
+JODIE [24] | 67.80+1.30 17.12+2.72 . - 73.12+2.13  31.62+3.98
GCN [21] +GAuG [53] | 82.04+0.40 48.17+0.59 | 81.91+0.02 60.12+0.15 | 78.78+0.07  40.74+0.72
+ELAND-ITR | 82.76+0.71 48.51+1.06 | 80.85+0.67 58.14+0.39 | 78.94+0.83 43.11+1.22
+ELAND-E2E | 84.14+0.50 54.15+0.83 | 85.54+0.46 65.48+0.14 | 79.58+0.38 44.60+0.43
Original 81.87+£0.56  45.26+2.54 | 78.67+£0.09  58.00+0.07 | 81.06+0.02 47.71+0.01
+JODIE [24] | 69.44+0.95 16.01+2.09 . = 74.66+£0.09  34.70+0.06
GRrRAPHSAGE [18] +GAuUG [53] | 82.10+0.46 47.81+1.29 | 80.79+0.02 56.38+0.03 | 81.37+0.01  43.83+0.01
+ELAND-ITR | 82.34+0.50 48.40+0.91 | 81.59+0.23 59.91+0.12 | 81.62+0.10 48.25+0.11
+ELAND-E2E | 83.41+0.37 50.61+0.93 | 79.92+0.19 58.21+0.31 | 79.83+0.02 44.38+0.02
Original 81.33+0.43 39.66+1.48 | 86.24+0.13  67.98+0.25 | 91.51+£0.13 67.51+0.17
+JODIE [24] | 68.99+0.44 17.38+1.87 = . 92.02+£0.36  68.16+0.30
HEeTGNN [48] +GAuG [53] | 82.09+0.21 47.05+0.51 | 87.26+0.12 71.76+0.33 | 91.99+0.02  66.30+0.25
+ELAND-ITR | 81.46+0.57 40.20£1.19 | 90.58+0.86 75.08+0.57 | 92.44+0.07 69.31+0.29
+ELAND-E2E | 84.09+0.55 54.07+1.64 | 87.57+£0.26 68.46+0.35 | 84.24+0.22  55.34+0.88

Codes and datasets are available at

. https://github.com/DM2-ND/Eland
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Anomaly detection Method Weibo Reddit
module g,4 AUC AP AUC AP
Original 56.77+1.96  13.73+£1.22 | 61.23+0.35 18.30+0.21
+JODIE [24] | 58.18+0.77 11.09+0.13 | 61.64+0.09 18.81+0.06
DOMINANT [7]
. +GAuG [53] | 61.22+1.86 14.15+2.38 | 62.26+2.70  17.09+1.39
(Unsupervised)
+ELAND-ITR | 65.44+1.78 19.42+1.29 | 62.96+0.10 18.90+0.04
+ELAND-E2E | 63.91+£0.92 21.90+0.87 | 61.73+£0.27 18.91+0.14
Original 56.10+2.01 12.65+1.31 | 61.94+0.39 18.29+0.13
DEEPAE [55] +JODIE [24] | 57.74+0.87 11.16+0.73 | 61.57+0.32 18.93+0.06
. +GAuG [53] | 61.18+2.03 11.58+1.27 | 61.29+0.82 18.23+0.53
(Unsupervised)
+ELAND-ITR | 63.34+0.82 15.88+0.73 | 62.87+0.37 19.02+0.11
+ELAND-E2E | 62.80+3.60 16.99+3.87 | 62.47+0.11 18.88+0.04
o .
Up to 15% AUC improvement.
11



Achieving Early Graph Anomaly Detection

72
= 691 7
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Figure 1: Performance of DoMINANT [7] and ELAND on a
social media dataset considering the earliest 10%-100% data
from each user’s action sequence. Both our ELAND-I1TR and
ELAND-E2E with only 20% (40%) of available data can achieve
the same performance as DoMINANT with 40% (100%) of data.
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Thank you for listening!

 Any questions?

* Feel free to email me any further questions at tzhao2@nd.edu

THANK
COLLEGE OF ENGINEERING YLU @ @

UNIVERSITY OF
NOTRE DAME
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Case Study

@ B3R! @ee————" T RTINER T, KRS !
» Need your support! @--- Follow and Repost.
EERRA GEBkERY 12A23HAW! FEEE. EiE. ok ke 1§30
@ FRFEB SRR R, RE—EK!
» Game <Dragon Legend> beta version release on 12/23! --- |
3DFHEMIFER] «FEIKRKEY BHR (F12H 1SHFBAMAN K. EHAM
C| MARETERIF RN GFHH30% AR @ Om—
Y Y@F ]
» Game <The Ninth Continent> beta version release on 12/15. Repost
for activation code. 30 free activation codes every day! @ ---
@ WiIENE, AL @ () EeeRRaaee 7z )5
B G I RER! KARKBERT
» Upgrade now @:-- I want this table calendar. Girls love it.
E ] P & R KARERT Qe
— p [ want this table calendar. Girls love it. @---
@ FAGE —#iphoneds, ZHIHHE MIEF, ERMLTEEE
@y ()T () RN
» I want an iPhone4s. I support this game. So give me a free one for
Christmas gift. @ --- @ --- @ ---
@ # IR LTS T BB B R LR LREE AR IR R H L :
SelE AP ARG SRR A @ ———
» #... Buy a pillow for a warm winter: 11.10-11.11 ---

11.10-11.11,
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m] HRFEXAFH, o EEBFES, BRERBRRAY @
, SESENNG

0| @ (@)
» This phone feels good. We should get one. @ --- @ ---

ﬁ—] REBRER! HFXF! @it NSy
— | » Very cool and adorable! I support it! @ - @ -
ﬁ] FRTHE— @——
1 » Apple products are the best. @ ---
R XFF, B/ /MERXHEENEILN? [BR]
» [ support it! Repost: This guy is noble.
@ /1R, HE, HEERER | @ ennened L) /X A% | |
@ u—— /18 T XRBER. o RERRRH/ B
» Cool! Repost: Big hat, big sunglasses, and cool jacket.
W] Mg AR, RELSTUERZ! @ ——e () ———
P @ e = 2RV, FARK PSR!
» It is not very expensive. Totally acceptable to me! @ - @...
@ --- Repost: Samsung dream plan. Platform for grassroot!
m] ZRSRIR, ERGTE!
— P Samsung dream plan. Platform for grassroot!
@ XF=ZBIER, XFHZBFHRGRE! FER! KR ER R0 R
ZRBWED, XFZBFIERENERBRAERERER! REIF!
» Support Samsung activities. Their phones have large
screens! I like it! --- So cool! I like it!
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